EMBITEL’S OTA FIRMWARE
UPDATE ACCELERATOR

SEAMLESS UPDATES, ENDLESS PERFORMANCE
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FIRMWARE UPDATE

Do not switch off the ignition!

Do not remove the USR stick!

The Power of OTA Firmware Update

Today, automotive upgrades are increasingly being driven by
OTA firmware update solutions.

Everything from infotainment OS security patches to ECU
updates are orchestrated and executed through such
solutions.

OTA firmware update has given connected vehicles the super-
power of being able to continuously upgrade and increment in
value!

However, when we talk about the update of critical vehicle
functions, over the air, the need for supreme security and
reliability is inevitable.
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EMBITEL'S OTA FIRMWARE
UPDATE ACGELERATOR IS A
CUSTOMISABLE STACK THAT
FAST-FORWARDS THE
DEVELOPMENT TIME OF A
SEGURE AND SCALABLE FOTA
SOLUTION.

WITH THIS SOFTWARE STACK,
YOU GAN CUT DOWN THE

DEVELOPMENT TIME OF YOUR
FOTR SOLUTION BY 9209%.
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Our OTA update accelerator solution enables cloud-based
firmware updates for devices and vehicles.

|1t features a

cture designed for scalability
and deployed on AWS Cloud.

Key modules include:
e User Management
« Device Management for FOTA

e« Campaign Management for FOTA
e« Telematics Data Management
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WHAT MAKES OUR

SOLUTION STAND OUT
FROM THE REST?

QUICK TIME-TO-MARKET AND MODULAR
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EASILY PORTABLE TO OTHER PLATFORMS
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SCALABLE SOLUTION

- — MULTITENANT, MULTI BRANDING SOLUTION DEPLOYED IN
= uwun = AWS CLOUD

UPTANE-READY DESIGN




CONTINUE READING TO KNOW

EMBITEL.COM ABOUT THE SOLUTION’S
SCALABILITY

System Overview
Multi-tenant Architecture

CAMPAICN WORKFLOW
FOR UPDATING THE
FIRMWARE IN VEHICLES

CLOUD DEPLOYMENT
WITH TERRAFORM SCRIPTS

:

.“

USER MANAGEMENT AT SCALE
BASED ON AWS COGNITO (ROLE

BASED ACCESS CONTROL)

DISPLAY OF VEHICLE DATA

(TELEMATICS)
IN GRAFANA DASHBOARD

OVER THE AIR UPDATE IS DEVICE-SIDE FIRMWARE

& ) CUSTOMIZABLE BASED ON DOWNLOAD SOLUTION USING
&j CUSTOMER NEEDS INTEGRATED AWS SDK
00
£) AND MANY MORE ) . _
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OTA Firmware Update
Accelerator - Cloud Platform

Application Layer

Bastion
Server

Module

VPC 101 Lambda |
Module Module Module Module
Terraform Cloud Infra Layer _

Cognito EKS MSK RDS B MongoDB
Module Module Module Module Module

The layered architecture of this solution in the cloud is
shown above.

Our OTA update solution is conceptualized and

implemented by our team of cloud and device-side
engineers.

Apart from FOTA update and telematics capabilities, our
cloud team is proficient in DevOps architecture and
deployment, cloud migration, implementation of loT cloud

services, multi-industry cloud application development,
and more.
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OTA Firmware Update
Accelerator - Device Platform

Telematics Gateway Unit (TGU)

Download Agent

h""ulmm Configuralon Bundle-Handler

_— |

Status-Updater

image Repository

Custom Application Layer

Al B
Partition

Our OTA update solution enables customers to scale their OTA and telematics
functionality to millions of devices or vehicles. To test this on the cloud, we
developed a device-side solution.

We created a device embedded with an AWS application that communicates
with the cloud for OTA updates.

AWS provides the device-side SDK, and the FOTA application on the device, a
Telematics Gateway Unit (TGU), is built using this SDK.
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is the first automotive software update framework that
protects vehicles from an extensive range of security attacks
and makes them resilient to partial compromises as well.

Our OTA firmware update accelerator is Upt ady for
specific features/functionalities. It can support full Uptane
compliance, if required by the customer, as we have the
necessary infrastructure to achieve this.
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We are an industry-
recognized group of

technology professionals
e with deep domain expertise
in loT and automotive
technology.

e We are agile, transparent
and flexible - all at once!

Why Our suite of reusable,

proprietary software
° stacks expedites
Choo se automotive project
development significantly.
Embitel?
mbitel :

We have been developing
e cutting-edge IoT solutions
for our global customers for

more than 17 years.

Our unwavering
commitment to data safety
and delivery quality sets us
apart from competition




CONTACT US

sales@embitel.com +91 8041694200

India | Germany | USA
www.embitel.com | UK | Middle East
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Uptane Readiness of Our OTA
Firmware Update Accelerator

OEM Cloud

Server
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